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PykoBoactBo super admin (UB /
BJlapeneuy)

O6bHoBneHo: 2026-05-30
Ponb: super_admin — nonHbIn KOHTPOJL single-tenant ycTaHoBku scope.kz.

Bawa 30Ha OTBETCTBEHHOCTHM

« YnpassieHMe NoJsib3oBaTeNIasMN N POSIIMU

o Bblgava 1 0T3bIB AocTyna (grants) ¢ pexxnMamm y4ETHbIX AaHHbIX

OpobpeHue JIT-3anpocoB (Access Requests)

MpocmoTp audit, recordings, akTUBHbIX ceccun
o Monntuku ceccuinn, LDAP, retention, Al-HacTpoOnKu

Implicit connect kKo Bcem cepBepam 6e3 oTaenbHOro grant

Cm. RBAC-maTpuLyy.

1. Bxon u besonacHoOCTb

1. OTkpounTe
https://scope.kzZSMARTPANTS PRESERVED 71SMARTPANTS PRESERVED 72
- Login (email + password).

l#.9KpaH Bxoaa

2. NMpouauTte 2FA (TOTP) — obsizaTesibHO AJIf BCEeX POJIEH.
3. B Profile:
o CMEeHMTe NapoJib Npu NepBoOM BXone;

o BKJO4YuTE/nposepbTe 2FA;

o npu pabote c AD/RDP reuse mode — coxpaHute domain credential
(session vault).

l#.Profile — domain passwords

2. Dashboard
NyTtb: Dashboard (/)
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« 0630p cuctembl, Quick Connect K cepeepaM.

« JlocTtyneH TonbkKo admin u super admin.

“Dashboard super admin

3. CepBepbl (fleet)

MyTb: Servers ( /servers )

Jeuncreue Kak

JobaButb Add server -» hosthame, protocol (RDP/SSH/VNC), credentials
cepeep

PepakTupoBaTb KapTtouka - Edit

yaoanutb Delete (ocTopoxxHo — audit coxpaHseTcs)

Connect Connect — paboTaeT 6e3 grant (service account uau vaulted

no yMoJsi4yaHuio)

l#.Servers — fleet u Discover domain

Discover domain — MMNopT KoMnbioTepoB u3 AD:

_Discover domain computers

host kind (RDP): ad member , standalone windows , workstation — BJIMAI€T Ha
poctynHble credential modes. CM. credential-modes.md.

4. Nonb3oBaTenu u grants

MyTb: Users ( /users ) — TonbKoO super_admin (admin nepeHanpaBsnseTrcs Ha
Servers).

CO3A0AHMUE MNOJIb3OBATENA

1. Add user -» email, umsa, ponb ( user / admin / super_admin ).

2. NMonb3oBaTenb nony4vyaer invite / BpeMeHHbIX NapoJib (3aBUCUT OT
HaCTPOMUKMU).
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BbIAAYA OOCTYINA (GRANT)

l#.Users Ul

1. Users - BbiOepuTe nonb3oBaTensa - Grant access.
2. BbibepuTte cepBep(bl), cpok peucteusa (optional expiry).
3. Credential mode:

o reuse_console_password — pgna AD member (nonb3oBaTenb [0JIKEH
coxpaHuTtb domain password B Profile);

o vaulted — naposb Ha permission; onuuoHanbHO auto-provision local
user (Windows/Linux);

o service_account — y4yéTHasf 3anucb C KapTO4KU cepBepa.

4. can_write — pna SFTP: paspewuTtb upload/delete/rename.
l=.Grant access (c kKapTouku cepsepa)

OT3blB

Revoke Ha permission — npu auto-provision BeinonHsaercsa best-effort disable
NOKaJZIbHOro NoJsib30BaTesin.

Tonbko super_admin moxet POST/DELETE /permissions . Admin BuguT
cnucok grants uepes API, Ho Ul grant — y super_admin.

5. Access Requests (JIT)

MyTb: Access Requests ( /access-requests )

 Badge noka3sbiBaeT 4ucno pending 3anpocosB (TonbKo y super_admin).
« Approve — cO3paéT permission ¢ napaMeTrpamMu 13 3anpoca.
« Deny — OoTK/IOHEHME C KOMMEHTapueM.

+ UcTékwme 3anpockl 3aKkpbiBaeT reaper - audit access_request.expire .
l=.Access Requests

Admin He MoXXeT approve/deny — TonbkKo super_admin (oTnauuue ot
ctaporo design-doc).
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6. Active Sessions

MyTb: Active Sessions ( /active-sessions )

« Cnucok Bcex akTuBHbiXx RDP/SSH ceccun.
« Disconnect — npuHyauTenbHoe 3aBepwieHme (audit session.disconnect ).

7. Audit Logs
MyTb: Audit Logs ( /audit )

« ®dunbTpbl: user, action, severity, para.
 Export CSV.

- NMpocMmoTp screenshots, ynaneHuue screenshot/recording (audit
screenshot.delete , recording.delete ).

Kopabl cobbiTUi: audit-events.md.

8. Recordings

MyTb: Recordings ( /recordings )

« MpocMmoTp 3anmMcaHHbIX ceccumn (ecnm Bka4YeHo B policy).

9. Alerts
MyTb: Alerts ( /alerts )

- MpaBuna Ha audit-cobbiTua (HanpuMmep ssh.command severity = warning).
« Test notification —» alert.test.

10. Settings
MyTb: Settings ( /settings )
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Paspen Ha3HauyeHue

Session policy Idle timeout, max session duration

Terminal themes SSH xterm themes

LDAP Read/test (super_admin only)

Retention Audit/recording retention, danger zone

Al assistant Kondurypauusa (super_admin only)
11. SFTP

MyTb: SFTP ( /sftp )

- Dual-pane cbannoBbin MeHeg )Xep MeXxay cepBepaMmu.
« Onepauumu norupyrorca: sftp.file * , sftp.transfer .

12. TunoBble cueHapum

HOBbIN COTPYAHUK - AOCTYN K OOHOMY LINUX-CEPBEPY

1. Users —» Add user (role user ).

2. Grant - server, mode vaulted , target username, naponb unu auto-
provision.
3. CoTpyaHuK: login -» Servers -» Connect » Term/SFTP.

BPEMEHHbIN JOCTYN BE3 NOCTOAHHOIO GRANT

1. NMonb3oBaTenb co3paéTt Access Request.
2. super_admin: Access Requests -» Approve.
3. Mo expiry reaper oT3biBaeT WIM permission ncrekaer.

MHUMWOEHT: NTOOO3PUTEJIbHAA SSH-KOMAHOA

1. Alerts nnu Audit - filter ssh.command , severity warning/critical.
2. Active Sessions - disconnect npu HeobxoaumocTu.

3. Revoke permission.
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CBa3aHHble how-to

« BblpgaTb JOCTYN NOJIb30OBaTe IO

Opo6puTsk JIT-3anpoc

+ JNobaBuTb cepBep

Discover domain
Connect RDP/SSH
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