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PYyKoBOACTBO user (KOHe4YHbIN
noJsib3oBaTesib)

ObHoBeHO: 2026-05-30
Ponb: user — 0oOCTyn TOMIbKO K BblAaHHbIM CEpPBEpPaM.

Y10 BbI BUAMUTE

MeHto: Servers, Monitor, SFTP, Access Requests, Profile.

HeT Dashboard, Users, Alerts, Audit, Settings.

1. NMepBbIK BXOA,
1. https://scope.kzSMARTPANTS PRESERVED 35SMARTPANTS PRESERVED 36
= Login.

2. 2FA (TOTP).

3. Profile - cmeHa napons, 2FA, npu HeobxoaumocTu domain credential pns
RDP (reuse mode).

l».9KpaH Bxogaa

l#.Profile — domain passwords

2. Moaknw4yeHue K cepBepy

Servers - CNUCOK TOJIbKO BbliaHHbIX BaM cepBepoB —» Connect.

MowaroBo: connect-rdp-ssh-ru.md.

~.Cnucok cepsepos (npumep Ul)

Bknapgku 3aBucaT ot protocol:
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Protocol Bknapku

RDP Remote desktop, Files
SSH Term, SFTP

SFTP-only SFTP

l#.SSH Connect — Term

Ecnu KkHonka Connect HeakTuBHa — HeT grant. CMm. pa3pen 3.

3. 3anpoc poctyna (JIT)

1. Access Requests » New request.
2. Bbibepute cepBep, yka>kute cpok u obocHoBaHue.

3. NMNocne approve super_admin nossutca grant u Connect Ha Servers.
lr.Access Requests

OTMeHMTb cBOM pending-3anpoc MO>XXHO 0,0 peLUueHUA.

4. SFTP
SFTP nwnu Bknapka SFTP B Connect:

« can_write=true — upload, delete, rename;

« can_write=false — Tonbko list n download.

5. Profile

« CBou audit-cobbiTusa (ecnmu orodbparkatorcs).
« AKTuUBHbIE ceccum — disconnect cBoux ceccum.
« Domain credential pnsa RDP reuse.

YacTblie BONpOCHI

He BUXXy cepBep — grant He BbiiaH UM UCTEK; co3panTe Access Request.
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Session vault expired — cHoBa coxpaHuTe domain password B Profile.

Host key mismatch — obpaTutech kK admin/super_admin (audit
ssh.host_key mismatch ).
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